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Furious MAC

» Established at USNA in 2015
» Interested in hardware 1dentifiers and privacy concerns associated with them
» Mostly focused on 802.11 MAC address randomization in past work

» BLE research was initially a “side project”. ..
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Contributions

Reverse engineer Apple BLE continuity messages

See current activity of iPhones/MacBooks/AirPods/Watches

>
>
» Learn SSID of the network the user is connecting to
» OS fingerprinting for 10S 10-13 & MacOS

>

Deteat MAC address randomization; enable user tracking & profiling

Release first ever public Wireshark dissector for Apple Continuity messages

y @furiousmac z github.com/futiousmac



Privacy Warning

» We will be sniffing BLE traffic as part of our demo

» Please turn your Bluetooth OFF if you don’t want us sniffing your BLE tratfic

y @furiousmac ;.i; github.com/futiousmac



Apple Continuity

» Allows for seamless communication between devices
» Resume browsing sessions, auto unlock, instant hotspot
» Proprietary protocol; no open-source documentation

» Reverse enineering required
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Reverse Engineering Techniques
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Methodology
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Apple BLE Advertisement Frame

0 7 8 15 16 23 24 31

Access Address - 0xS8ES89BED6
Packet Header

Advertising Address - XX :XX:XX:XX:XX:XX
Length / Type - 0x01 / Flags (Optional) Length
Type - 0xFF Company ID - 0x004C Apple Type

Apple Length | Variable Length Apple Data | Apple Type

Apple Length Variable Length Apple Data

y @furiousmac ;.i; github.com/futiousmac
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Types of Messages

AirPrint* Watch (Magic Switch¥*)
5 AirDrop 12 Handoff
6 HomeKit* 13 Wi-Fi Settings (Tethering Target*)
7 AirPods (Proximity Pairing*) 14 Instant Hotspot (Tethering Source*)
8 “Hey Siri”* 15 Wi-Fi Join (Nearby Action¥)
9/10 AirPlay 16 Nearby (Nearby Info¥*)

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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AirDrop*

» 'Transmitted when user attempts to AirDrop media

» Includes first 2 bytes of SHA256 of various user iCloud account data*

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x5 Length 0x00
0x00
0x00 Version SHA256(ApplelD)
SHA256(AppleID) SHA256(Phone) SHA256(Email)
SHA256(Email) SHA256(Email2) 0x00

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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AirPod (Proximity Pairing*)

» Sent when user interacts with their AirPods

» Can observe current status of AirPods (in ear, in/out of case, etc.)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x7 Length 0x01 Device Model
Device Model Status BI;EEEY Left Battery C|R|L Bgtaiiy
Lid Open Counter Device Color 0x00 Encrypted
Encrypted
Encrypted
Encrypted
Encrypted

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Handoff

» Handotf messages sent whenever Handoftf enabled apps are used
» Clipboard status
» Monotonically increasing IV (0-65535) based off user actions

01 2 3 4 5 6 7 8 9101112131415 1617 18 19 20 21 22 23 24 25 26 27 28 29 30 31

» Datais encrypted Type=0xC Length Clipboard IV (Seq num)
Status
IV (Seq num) | GCM Auth Enc. Payload

Encrypted Payload

Encrypted Payload

y @furiousmac :; github.com/futiousmac
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Wi-Fi Settings (Tethering Target*)

» Triggered by navigating to Wi-Fi Settings page
» 1Cloud ID links together devices on the same 1Cloud

» Triggers instant hotspot messages from other devices
0 7 8 15

Type - 0x0D Length

iCloud 1D

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Instant Hotspot (Tethering Source*)

» Triggered by Wi-Fi Settings page message

» Learn cellular service type, signal strength, battery life
) 19% 0D Thu1045AM Q @ i=
Wi-Fi: Looking for Networks:... s

01 2 3 4 5 6 7 8 9 10111213 141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 Turn Wl-Fi Off 4 i
type=0xE Length Version Flags Personal Hotspel
: : Wal
Battery Life Data Cell Type Cell Signal ok

Join Other Networ
Create Network..
Open Network Pre

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enbancing Technologies, 2020(1), 26-46.
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Wi-Fi Settings and Hotspot Messages

) 19% 0D Thu1045AM Q @ i= Wi-Fi Settings
Wi-Fi: Looking for Networks. \
Turn Wi-Fi Off t
4 O
1nstant HOBP

Personal Hotspot!
Walrus

Join Other Networ
Create Network...
Open Network Pre

y @furiousmac x github.com/futiousmac



Wi-Fi Joining (Nearby Action*)

» Sent when user attempts to join a closed Wi-Fi network

» Message includes first 3 bytes of the SHA256 hash of the SSID

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x0F Length Action Flags  |Action Type (0x08)
Auth Tag SHA256(ApplelD)
SHA256(ApplelD) SHA256(Phone #)
SHA256(Phone #) SHA256(Email)
SHA256(SSID) |

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Nearby (Nearby Info*)

» Indicate device state based off of user (in)action
» Allows for OS detection based off “10S Dependent field”
» Messages never stop sending in i0OS 12/13

01 2 3 4 5 6 7 8 9 1011121314 151617 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Status | Action |.
Flags | Code iOS Dependent

Type=0x10 Length

Auth Tag

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Status Flags

01 2 3 4 5 6 7 8 9 10111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x10 Length S;f:;: *%Cgi;’en i0S Dependent
0001 Primary Device (Y/N)
0010 M)/
0100 AirDrop Receiving (On/Off)
1000 Not Used

y @furiousmac :; github.com/futiousmac



Action Codes

01 2 3 4 5 6 7 8 9 10111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x10 Length SP)Elaat ;SS ‘%Cii;en iOS Dependent
3 Locked Screen
7 Transition Phase
10 Locked Screen, Inform Watch
1 Active User
13 User is in a vehicle*
14 Phone Call or FaceTime

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enbancing Technologies, 2020(1), 26-46.
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OS Fingerprinting

01 2 3 4 5 6 7 8 9 10111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0x10

Length

Status
Flags

Action
Code

iOS Dependent

Auth Tag

0x00 i0S 10 N/A
0x10 i0Ss 11 N/A
0x0C i0S 12 Wi-Fi Join
0x18 i0S 12 Wi-Fi Off
0x1 i0S 12 Wi-Fi On

y @furiousmac
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i0S 13 Fingerprintin

10S 13
¢ LlUCLUULE Luw Luciyy Lann caycr
» Access Address: 0x8e89bed6
» Packet Header: 0x1740 (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
Advertising Address: 68:8b:95:8c:bf:46
v Advertising Data
v Flags
Length: 2
Type: Flags (0x01)
Flag Value: 0xla
. Simultaneous LE and BR/EDR to Same Device Capable (Host): true (@x1)
Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (@0x1)
BR/EDR Not Supported: false (0x0)
LE General Discoverable Mode: true (@0x1)
inited Discoverable Mode: false (0x0)

v Tx Power Level
Length: 2

Type: Tx Power Level (@x0a)
Power Level (dBm): 24

Length: 10

Type: Manufacturer Specific (@xff)
v Company ID: Apple, Inc. (0x004c)

v Type: Nearby Info (16)

Length: 5

++.@ .... = Primary Device: N (0)

..0. .... = Watch State: Not Wearing Watch (@)
.0.. .... = Screen State: Screen 0ff (0)

. 0001 = Action Code: Recently Updated/iPhone Setup (1)
i0S Version: i0S 13.x

y @furiousmac

i0S 10, 11, 12

T LLULLUUL Luw i yy bann muyer

» Access Address: 0x8e89bed6

» Packet Header: 0x144@ (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
Advertising Address: 46:71:73:d2:b9:66

v Advertising Data
v Flags
Length: 2
Type: Flags (0x01)
Flag Value: 0xla

..1 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): true (@x1)
Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (@x1)
BR/EDR Not Supported: false (0x0)

LE General Discoverable Mode: true (0x1)

LE Limited Discoverable Mode: false (0x0)

v Manufacturer Specific
Length: 10

Type: Manufacturer Specific (@xff)
v Company ID: Apple, Inc. (0x004c)

v Type: Nearby Info (16)

Length: 5

vvsl vu.. = Primary Device: Y (1)

..0. .... = Watch State: Not Wearing Watch (@)

.... = Screen State: Screen 0ff (0)

. 1101 = Action Code: User is Driving a Vehicle (CarPlay) (13)

.0..

i0S Version: i0S 12.x

WiFi Status: WiFi Off (0x18)

Auth Tag: ddba94
Company ID: Apple, Inc.
CRC: 0xc4f950

(0x004c)
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macOS Fingerprintin

macOS iPhones, watches, etc.

¥ DLUCLUULII LUW CHEIYYy LiiR Layci T MLUL LUV LUW LI Yy sLin suys
» Access Address: 0x8e89bed6 » Access Address: 0x8e89bed6
» Packet Header: 0x144@ (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random) » Packet Header: 0x1440 (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
Advertising Address: 70:b1:87:12:a0:57 Advertising Address: 46:71:73:d2:b9:66
v Advertising Data v Advertising Data
v Flags v Flags
Length: 2

Length: 2

Flag Value: 0x06

= Simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x0)

= Simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x0)
= BR/EDR Not Supported: true (0x1)

LE General Discoverable Mode: true (0x1)

LE Limited Discoverable Mode: false (0x0)

Flag Value: 0xla
= Simultaneous LE and BR/EDR to Same Device Capable (Host): true (@x1)

= Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (@x1)
= BR/EDR Not Supported: false (0x0)

LE General Discoverable Mode: true (0x1)

LE Limited Discoverable Mode: false (0x0)

Length: 10

Length: 10
Type: Manufacturer Specific (Oxff)

Type: Manufacturer Specific (@xff)

v Company ID: Apple, Inc. (0x004c) v Company ID: Apple, Inc. (0x004c)
v Type: Nearby Info (16) v Type: Nearby Info (16)
Length: 5 Length: 5
e = Primary Device: N (@) ...l .... = Primary Device: Y (1)
= Watch State: Not Wearing Watch (@) ..0. Watch State: Not Wearing Watch (@)
.+ .... = Screen State: Screen Off (@) .0.. .... = Screen State: Screen Off (0)
. 0111 = Action Code: Transition to Inactive User or from Locked Screen (7) ... 1101 = Action Code: User is Driving a Vehicle (CarPlay) (13)
i0S Version: mac0S i0S Version: i0S 12.x
WiFi Status: WiFi On (@xlc) WiFi Status: WiFi Off (@x18)
Auth Tag: 767a87 Auth Tag: ddba94
Company ID: Apple, Inc. (@x004c) Company ID: Apple, Inc. (0x004c)
CRC: @x540eb5

= CRC: @xc4f950

y @furiousmac
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User Tracking via Static Fields

» Nearby & Handoff Data remain static during MAC address change

» 'This allows random MAC addresses to be correlated

Time

899.987876800
000.019127100
000.049127000
900.060377200
900.107877600

Advertising Address
tbb:3f:2f

4b:80:5c

:b1:92:2e

Unk (Nearby) Data

e77352
e77352
e77352

e77352
73b3f7

Time

178.266725500
178.447977200
178.629233500
178.772989700
178.780489900

Advertising Address
7e:07:ec:f0:aa:e8
7e:07:ec:f0:aa:e8

5e:3d:07:95:72:1a

Sequence Number ~ Unk (Handoff) Data

45 a31238f908a24d517b6eb2
45 a31238f908a24d517b6eb2
45 a31238f908a24d517b6eb2
45 a31238f908a24d517b6eb2
45 a31238f908a24d517b6eb2

y @furiousmac
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User Tracking via Handoff IV

» 'The IV in Handotf messages increments sequentially, based off user actions

» Can be used as a tracking mechanism, defeating MAC address randomization

S

User Measurements
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Live Demo
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Disclosure & Remediation

» Disclosed to Apple in March, 2019
»  Encrypt messages
» Rotate MAC addresses stochastically, more frequently, and change data

» Change IV generation
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Wireshark Dissector

> https://github.com/furiousmac/continuity

> Supports:

> Stable Release (3.2.1)

» Old Stable Release (3.0.8)

» Still being updated with new message types

y @furiousmac 3 github.com/futiousmac


https://github.com/furiousmac/continuity

Final Thoughts

» Individually, each message leaks a small amount of data

» In aggregate, they can be used to conduct OS fingerprinting, behavioral
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Why Apple?

» Devices are widespread
» Apple prides itself on privacy

» Continuity Ecosystem relies heavily on BLE Privacy P matters

P e &
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Bluetooth Low Energy

> Bluetooth Classic vs Bluetooth Low Energy (BLE)
» Advertising and Data channels

> Bluetooth Classic and BLE rated to 100m; BLE 5.0 capable of 400m

Channe‘: 37 01 2 3 45 6 7 8 9103811121314151617 181920212223 24252627 28293031 32 33 34 353639

2400 2410 2420 2430 2440 2450 2460 2470 2480
Frequency (MHz) @ Advertising
[ pata
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Watch (Magic Switch*)

» Sent it Apple Watch loses connection to paired phone

» Contains confidence value for if watch 1s on wrist or not*

01 2 3 4 5 6 7 8 91011121314 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Type=0xB Length Data,

Confidence

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.

y @furiousmac :; github.com/futiousmac



(e

MacOS Breaks Itself

» In Mojave and High Sierra, globally unique BLE MAC address is leaked

» When Handoff and Nearby messages are sent concurrently, Nearby messages use the
globally unique BLE MAC address

» Wi-Fi MAC is known when BLLE MAC address 1s = 1 from Wi-Fi MAC address

Time Advertising Address Type Apple Bluetooth Software Version: 6.0.11f4

Hardware, Features, and Settings:
84.300037100 | 54:8b:9e:87:5a:6f | Nearby Name: __I
84.481289600 | 54:8b:9e:87:5a:6f| Nearby [Address: QCAD e S3 B0
84.513789800 54:8b:9e:87:5a:6f Handoff Device MAC Address
84.516292800 dc:a9:04:89:e8:95| Nearby
84.545040200 dc:a9:04:89:e8:95| Nearby

y @furiousmac
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Defeat of MAC Address Randomization

Settm gs

Probe Request

h

A

uthentication Reguesi

ot
]ﬁstﬁﬁt Hotspo

Bluetooth Low Energy Wi-Fi
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Hotspot Probe Response

No. Time Type/Subtype

| 7 0.093899787 Probe Response

9 0.099878777 Probe Response
10 0.105827993 Probe Response
11 0.119353348 Probe Response

» Tag: Vendor Specific: Apple, Inc.
v Tag: Vendor Specific: Apple, Inc.
Tag Number: Vendor Specific (221)
Tag length: 13
OUI: 00:17:f2 (Apple, Inc.)
Vendor Specific OUI-Type: 00:17:f2-6
Vendor Specific OUI Type: 6
Vendor Specific Data: 06020106a04ea72054dd
Apple OUI Type: 6
v Apple Hotspot -
Apple Hostpot — WiFi MAC: a@:4e:a7:20:54:dc
Apple Hostpot - Bluetooth MAC: a@:4e:a7:20:54:dd

ata:
» Tag: Vendor Specific: Broadcom
» Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

AnAn AA AA A~ AA A an AA An AAn A_ ~_ AR~ A AA _ 1 nAa e "
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Defeat of MAC Address Randomization

Wi-Fi S
& AUthentication Request
Wi-Fj ]om \*
Bluetooth Low Energy | Wi-Fi
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Sequence Number Trajectories

» Captured sequence numbers on 4 students and 1 faculty
» Data collected ~1 hour intervals for a week

» Data shows that sequence numbers increase slowly (~470/day)

y@funousmac ®  github.com/furiousmac
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Seq Number

4000

3000

2000

1000

User Measurements

Slope (avg): 473.824

Time (days)




Attack Scenario

Goal: Identify a previously observed phone
Capture individual’s random BLE MAC and sequence number

Calculate trajectory and range of victim sequence number

vV YV VY VY

1 week later, the victim’s BLE MAC address has changed, but can reacquire by

using difference in sequence numbers
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Theoretical Results
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Real Results

Sequence Number Collisions
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Apple’s Response

From: product-security@apple.com <product-security@apple.com>
Date: Mon, Jul 15, 2019, 15:41
Subject: Re: Re: Privacy Issues with Continuity and use of Bluetooth Low Energy; FolIow—up:-

Hello FURIOUSMAC Team,

| apologize for the delay in getting back to you.

Thank you again for sharing your paper with us. The paper brought up many good points, and many of which we have been working on.

We are still working to address some of the points you raised and if will reach out for recognition once they are addressed. We appreciate your willingness to share your research with us.
Best regards

Apple Product Security
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