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Furious MAC

Ø Established at USNA in 2015

Ø Interested in hardware identifiers and privacy concerns associated with them

Ø Mostly focused on 802.11 MAC address randomization in past work

Ø BLE research was initially a “side project”…
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Contributions

Ø Reverse engineer Apple BLE continuity messages 

Ø See current activity of  iPhones/MacBooks/AirPods/Watches

Ø Learn SSID of  the network the user is connecting to

Ø OS fingerprinting for iOS 10-13 & MacOS

Ø Defeat MAC address randomization; enable user tracking & profiling
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Release first ever public Wireshark dissector for Apple Continuity messages
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Privacy Warning
Ø We will be sniffing BLE traffic as part of  our demo

Ø Please turn your Bluetooth OFF if  you don’t want us sniffing your BLE traffic
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Apple Continuity 
Ø Allows for seamless communication between devices

Ø Resume browsing sessions, auto unlock, instant hotspot

Ø Proprietary protocol; no open-source documentation

Ø Reverse enineering required 
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Reverse Engineering Techniques
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Black Box
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Methodology
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Apple BLE Advertisement Frame
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Types of  Messages
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Type Message
3 AirPrint*
5 AirDrop
6 HomeKit*
7 AirPods (Proximity Pairing*)
8 “Hey Siri”*

9/10 AirPlay

Type Message
11 Watch (Magic Switch*)
12 Handoff
13 Wi-Fi Settings (Tethering Target*)
14 Instant Hotspot (Tethering Source*)
15 Wi-Fi Join (Nearby Action*)
16 Nearby (Nearby Info*)

*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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AirDrop* 
Ø Transmitted when user attempts to AirDrop media

Ø Includes first 2 bytes of  SHA256 of  various user iCloud account data*
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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AirPod (Proximity Pairing*)
Ø Sent when user interacts with their AirPods

Ø Can observe current status of  AirPods (in ear, in/out of  case, etc.)
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Handoff   

Ø Handoff  messages sent whenever Handoff  enabled apps are used

Ø Clipboard status 

Ø Monotonically increasing IV (0-65535) based off  user actions

Ø Data is encrypted
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Wi-Fi Settings (Tethering Target*)

Ø Triggered by navigating to Wi-Fi Settings page

Ø iCloud ID links together devices on the same iCloud

Ø Triggers instant hotspot messages from other devices
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Instant Hotspot (Tethering Source*)

Ø Triggered by Wi-Fi Settings page message

Ø Learn cellular service type, signal strength, battery life 
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Wi-Fi Settings and Hotspot Messages

Wi-Fi Settings 

Instant Hotspot
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Wi-Fi Joining (Nearby Action*)
Ø Sent when user attempts to join a closed Wi-Fi network

Ø Message includes first 3 bytes of  the SHA256 hash of  the SSID
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Nearby (Nearby Info*)
Ø Indicate device state based off  of user (in)action

Ø Allows for OS detection based off  “iOS Dependent field”

Ø Messages never stop sending in iOS 12/13
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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Status Flags

Flag Status
0001 Primary Device (Y/N)

0010 ¯\_(ツ)_/¯ 

0100 AirDrop Receiving (On/Off)

1000 Not Used
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Action Codes

Value Action
3 Locked Screen
7 Transition Phase
10 Locked Screen, Inform Watch
11 Active User
13 User is in a vehicle*
14 Phone Call or FaceTime
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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OS Fingerprinting

Data iOS Version Meaning

0x00 iOS 10 N/A

0x10 iOS 11 N/A

0x0C iOS 12 Wi-Fi Join

0x18 iOS 12 Wi-Fi Off

0x1 iOS 12 Wi-Fi On
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iOS 13 Fingerprinting
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iOS 10, 11, 12iOS 13
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macOS Fingerprinting
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iPhones, watches, etc.macOS
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User Tracking via Static Fields
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Ø Nearby & Handoff  Data remain static during MAC address change

Ø This allows random MAC addresses to be correlated
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User Tracking via Handoff  IV 

Ø The IV in Handoff  messages increments sequentially, based off  user actions

Ø Can be used as a tracking mechanism, defeating MAC address randomization
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Live Demo
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Disclosure & Remediation
Ø Disclosed to Apple in March, 2019

Ø Encrypt messages

Ø Rotate MAC addresses stochastically, more frequently, and change data

Ø Change IV generation
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Wireshark Dissector
Ø https://github.com/furiousmac/continuity

Ø Supports: 

Ø Stable Release (3.2.1)

Ø Old Stable Release (3.0.8) 

Ø Still being updated with new message types 
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https://github.com/furiousmac/continuity
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Final Thoughts
Ø Individually, each message leaks a small amount of  data
Ø In aggregate, they can be used to conduct OS fingerprinting, behavioral 

profiling, and user tracking 
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Why Apple?

Ø Devices are widespread 

Ø Apple prides itself  on privacy

Ø Continuity Ecosystem relies heavily on BLE
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Bluetooth Low Energy
Ø Bluetooth Classic vs Bluetooth Low Energy (BLE)

Ø Advertising and Data channels

Ø Bluetooth Classic and BLE rated to 100m; BLE 5.0 capable of  400m
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Watch (Magic Switch*)
Ø Sent if  Apple Watch loses connection to paired phone

Ø Contains confidence value for if  watch is on wrist or not* 
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*Celosia, G., & Cunche, M. (2020). Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy Continuity Protocols. Proceedings on Privacy Enhancing Technologies, 2020(1), 26-46.
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MacOS Breaks Itself
Ø In Mojave and High Sierra, globally unique BLE MAC address is leaked 
Ø When Handoff  and Nearby messages are sent concurrently, Nearby messages use the 

globally unique BLE MAC address

Ø Wi-Fi MAC is known when BLE MAC address is ± 1 from Wi-Fi MAC address 

Device MAC Address
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Defeat of  MAC Address Randomization

Wi-Fi Settings 

Instant Hotspot

Probe Request

Probe Response

Authentication Request

Bluetooth Low Energy Wi-Fi
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Hotspot Probe Response
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Defeat of  MAC Address Randomization

Wi-Fi Settings Authentication Request

Bluetooth Low Energy Wi-Fi

Wi-Fi Join 
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Sequence Number Trajectories

Ø Captured sequence numbers on 4 students and 1 faculty

Ø Data collected ~1 hour intervals for a week

Ø Data shows that sequence numbers increase slowly (~470/day)
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Attack Scenario

Ø Goal: Identify a previously observed phone 

Ø Capture individual’s random BLE MAC and sequence number 

Ø Calculate trajectory and range of  victim sequence number

Ø 1 week later, the victim’s BLE MAC address has changed, but can reacquire by 

using difference in sequence numbers
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Theoretical Results
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Real Results
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Apple’s Response
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